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Introduction

For businesses of all sizes, cloud-native solutions have ushered in 
unprecedented opportunities for optimizing operations, most notably
in terms of scalability, cost-effectiveness and user experience. However, 
the fundamentally different technological underpinnings of these 
solutions also represent a unique set of security challenges. Due to 
either a lack of technical expertise and / or strategic foresight, even 
major enterprises sometimes end up underequipped to address these 
challenges, having skipped steps that are essential to securing a cloud 
environment during the appropriate phase of their cloud journey.

This white paper discusses the cornerstones that your organization needs to 
have in place to plan a comprehensive security solution for a cloud 
environment at optimal cost. Rather than provide technical best practices 
for the implementation phase of a project — which are already 
well-documented — the paper focuses on often overlooked strategic 
elements to aid thorough architectural planning, secure and streamlined 
collaboration with an implementation partner and long-term benefits 
through effective maintenance. Because each organization is unique, 
with different cloud aspirations, this white paper is cloud-agnostic.
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(CSPs) and a strict adherence to them is likely to yield 
good results, planning and project management are 
typically the most relevant tasks that your organization 
needs to take an active role in.

During planning, the most crucial goal is to lay out an 
architecture that defines your security needs (e.g. 
what applications are needed and what user groups 
will have access to them) and relevant assets
(e.g. budget, team size, in-house expertise, current 
security posture, points of contact with customer 
data). Notably, this process will involve ensuring the 
application of the “least-privilege” principle at every 
relevant point of the proposed architecture. The 
principle states that any user, software or process 
should have access only to those resources which are 
essential to fulfilling its task, and how it is implemented 
will impact both the security outcome and the user 
experience.

A well-designed architecture will observe end-user 
needs and balance them with security measures when 
implementing role-based authentication, the current 
standard and, typically, the better option than its 
user-based counterpart. A heavy-handed application 
of least privilege runs the risk of paralyzing processes 
by, for example, timing out users and interrupting 
their workflow too frequently. Of course, such granular 
planning will inevitably require additional resources 
early on in the process — but it is a worthwhile 
investment as will become clear as you read on.

For most organizations, this architectural planning will 
involve the services of an external implementation 
partner: a consultancy company in most cases. The 
partner will typically provide both technical — 
including architectural — expertise and project 
management, and will help determine where to go 
with the previously-mentioned CSP-defined best 
practices and when to pursue a custom alternative.

What is at risk

Depending on whose data a company manages, it can 
be affected and held accountable in different ways. 
Data loss affecting the company’s own intellectual 
property can often remain an internal issue, whereas 
the leakage of end-user data falls into a different 
category: because data is managed on behalf of a third 
person, mismanagement can lead to litigation. During 
planning, it is essential to classify the potential risks by 
defining the data class/type.

The most common threats that stem from data security 
breaches are damage to the data owner/handler’s 
reputation and damage to business performance. 
While these two often go hand-in-hand, they can imply 
very different things regarding what data is affected 
and how. For example, internal communications are 
meant to be non-public  they do not include any specific 
intellectual property, third-party data or classified 
information. An email thread about customers or 
competitors can expose that a company’s internal 
culture is not in line with what it represents towards the 
public, and this coming to light can lead to controversy 
and, consequently, reputational damage.

Conversely, sensitive and business-critical data falling 
into the wrong hands — a competitor or ransom 
seeker — can lead to loss of business even if the 
breach is never discovered and publicized via loss
of competitive advantage. In a worst-case scenario, 
which security efforts should aim to prevent above all, 
is when the data becomes unavailable to its original owner.

I. Planning

Measure twice and cut once

Regardless of the size of your organization, successfully 
tackling cloud security challenges fundamentally 
comes down to three things: thorough planning / 
architecting, ensuring a streamlined implementation 
process and applying a set of technical best practices. 
Since the latter are available in the form of exhaustive 
documentation directly from cloud service providers 
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One of the biggest decisions necessary for effective architectural planning 
resides in choosing a service model. This choice will determine your security 
posture — including, notably, the associated costs. It will also have major 
implications on how much you can tailor solutions to your needs.

The chart below shows the progression from a fully on-premises environment 
to a software as a service (SaaS) model. As you move from left to right, 
the cost of a roughly equal security outcome decreases, as you become 
less reliant on costly salaried employees or contractors and physical 
hardware for the various processes, but the organization also becomes 
increasingly locked into the CSP’s ecosystem, which limits your ability
to build and use solutions that might give you even better outcomes.

Accordingly, the early architectural planning needs to define what (if any) 
processes will be the responsibility of the organization, and which ones 
will be handled by the CSP. The latter will be outside of the organization’s 
control, with only ticket-based interactions available, should any issues arise.

The security balancing act: flexibility and
control vs. price and scalability
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 If you wait for issues to surface later, when they can no 
longer be avoided, instead of ensuring that your 
architecture includes appropriate preventive 
measures, you will be left with having to implement 
security solutions into an application which is not 
built on top of secure building blocks, which will cost 
considerable additional resources — and you may 
even need to rebuild the solution’s foundations 
because of the constraints now in place. Engaging
in security-driven development will always be more 
time-consuming compared to security-less 
development, but any time lost during early 
development will be recovered later.

Depending on the goal – whether the client already 
has a mature set of security best practices that need 
to be observed, or the development of such a such
a framework also comprises a part of the desired 
solution – you can choose to create a POC-like 
application which complies with the least security 
requirements and add features / security in each 
development iteration.

This option, however, is not recommended if the 
application is intended to go live before all security 
issues are fixed and is mostly fit for waterfall type 
development — and will still ultimately require more 
work compared to implementing more comprehensive 
security from start. In contrast, agile development 
and building security from the beginning are a natural 
fit and will force you to be more efficient — since agility 
will enable your application to go live at earlier stages 
of development, security will be necessary from the start.

However, the architectural planning should detail how 
the organization will implement the processes that it 
will keep in-house — a cloud resource cannot be 
considered secure until you define how you are going 
to use it. This necessitates making policies for, among 
other things, OS patching, user lockdown, nonstandard 
usernames, passwords, etc.

For example, if a company has a relatively small staff 
that leaves only one person to do development on a 
crucial software, that person is unlikely to have the time 
and resources to do security analysis testing, let alone 
in an Agile framework. In such cases, the SaaS model 
is usually the way to go, which will have the CSP provide 
security — to find out what exactly that security entails, 
refer to CSPs’ relevant documentation, such as the Security 
Pillar of AWS’s Well-Architected Framework.

Organizations that have and plan to retain relevant 
in-house expertise — notably, separate teams for 
DevOps, automation and software development — 
can explore the Infrastructure and Platform as a Solution 
(IaaS and PaaS, respectively) models to maintain varying 
degrees of customizability.

Plan for security early — and stick
to the plan

At the beginning of a migration planning process, 
clients and implementation partners tend to agree 
that putting in place security measures should be a 
part of the process from the very start. Then, during the 
actual implementation, time pressure, feature creep or 
a shift in priorities too often overrides this agreement. 
With the potential exception of extreme cases, this is a 
mistake that ends up costing the organization in the 
long run.

Leaving matters of security to later phases of the 
migration may seem like a time-saving measure — 
because it is: you can achieve much more business 
logic / infrastructure construction much quicker 
without a strict focus on security. But problems are 
likely to arise in the long term once the application
/ solution is live and must be audited.
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effectively communicate both the big picture and break 
it down into milestones. Without this capability, the 
partners can only see the project through a keyhole 
and will need to redo work every time a new 
information and requirements arise — and this
is especially true for security.

Additional resources necessary when working with 
external partners

Whatever hierarchy and distribution of responsibilities 
you institute, you should provide partners with the 
following to enable them to work effectively and 
securely:

   •   VPN connection

   •   Accounts in a development environment 

   •   2FA device (token) 

   •   Membership in the appropriate chat groups,  
        with all necessary privileges

In case the partner is unable to work using their own 
equipment due to constraints by company policies — 
e.g., not being authorized to connect to the client’s 
network — the client will need to provide a secure 
development toolkit, including the following:

   •   Development of virtual machines following the         
        principle of “least privilege”

   •   Restricting connection ability only from                      
        partner’s network

II. Partnerships

Choosing external implementation partners

Picking one or more partners to help ensure security in 
your cloud architecture will present a separate set of 
challenges, and how you tackle these will have major 
implications on the solution’s quality, time to value 
and future-fitness.

As a first rule, when selecting partners, always try to 
involve people with the same level of competence 
from each party — avoid having to rely exclusively on 
junior engineers from one company and only seniors 
from another. The difference in knowledge and 
experience could cause considerable delays in the work.

Then, there is the challenge of figuring out what roles, 
tasks and decisions are worth delegating to partners, 
what you should keep in-house and what should be 
shared. Ideally, the separation of duties, processes
of implementation and approval processes are all 
clearly defined before any external companies take
on delegated work.

Roles and responsibilities when working with 
one or more implementation partners

In terms of the hierarchy of technical roles, partners’ 
staff should be on the same level. If a conflict should 
arise, partners should be able to escalate to the client 
— but the client might lack the expertise necessary
to make effective decisions on technical questions.
To prevent extended project interruption in such 
cases, the implementation partner can either have an 
assigned technical supervisor from the client side who 
can mediate between the two parties and define a 
precise hierarchy among partners.

Whether the client needs project management 
expertise from a partner also depends on the amount 
and nature of expertise available in-house. However,
it is best to ensure the availability of management roles 
from partners unless the client is confident in their 
ability to manage partners even in case of conflict, 
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integrate seamlessly with cloud security hubs. They 
pull data from the organization’s virtual private cloud 
(VPC) logs to enable monitoring of every system 
and provide an overall score, as well as line-item 
severity information.

The Summary view of the AWS Security Hub, with 
both the CIS Benchmark and PCI DSS included

III. Maintenance

Effective architectural design and a well-managed 
implementation process will yield a cloud environment 
that is flexible enough to resist likely and common 
security incidents — but to ensure that it does so 
requires further care and attention. Constant 
monitoring and complete visibility are paramount in 
this effort, as the more data you collect and analyze 
about your environment — in its live state and as it 
changes — the more secure you can make it.

Having adequate visibility means knowing exactly 
what is present on your cloud — in this case, with 
special regard to security. While this might seem 
trivial, there are several instances that can leave
an organization oblivious to potential security leaks.
A prominent example is proofs of concept and test 
environments that were spun up for development and 
are still running. Typically less secure than applications in 
daily use, these active-yet-hidden processes can 
present easier entry points for attacks when left 
unattended.

A common solution is holding security-focused 
“discovery workshops” at regular intervals — every 
three months is a reliable standard — where relevant 
stakeholders review your organization’s cloud 
environment to update their view of assets and 
identify potential needs for action.

Once you ensure constant visibility of your cloud 
deployment, the next step is to set up a monitoring 
solution. Monitoring will help dedicated experts, 
such as a CSO, get an overview of your security 
posture. The goal is to be able to quantify 
security-critical assets and their status, which will help 
identify action items and rank them based on severity.

The current industry standard for this cloud security 
monitoring is a set of resources from the Center for 
Internet Security (CIS), which are adaptable to all 
major cloud services. These resources — most notably 
the CIS Benchmark for general applications and the 
PCI DSS for payment cards — are affordable and 

Source: dev.to/aws-builders/aws-cis-compliance-in-15-minutes-with-1-command-3a9l
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Source: aws.amazon.com/blogs/security/how-to-use-the-aws-security-hub-pci-dss-v3-2-1-standard

The successful securing of a cloud environment rarely hinges on the 
availability or lack of technical best practices, or even the difficulty of 
their application. The reason even leading enterprises sometimes still 
end up with subpar security posture is that clients and their partners 
alike all too often treat security as a secondary concern during the 
architectural, implementation and maintenance phases of the cloud 
solution.

The most important takeaway of this white paper for higher-level 
decision-makers is that an uncompromising focus on security always 
eventually pays off. From making security a primary concern at the 
earliest stages of architectural planning to putting in place additional 
protocols when working with an external partner and going the extra 
mile to monitor the cloud for potential security shortcomings, a broad 
set of simple best practices is available at every step — which means 
that success hinges not on the ability to implement them, but the 
willingness.

While this unwaveringly security-focused approach can potentially result 
in increased up-front costs — be it via investments in security solutions 
earlier on in the process or paying for consultancy — that do not directly 
contribute to the business benefits that attracted the organization to the 
cloud in the first place, experience shows that such investments yield 
substantial returns in the form of greater security and long-term cost savings.

A detailed view of PCI DSS items in the AWS Security Hub

Conclusion
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Go Further

Discover a proven, flexible framework for migrating even the largest 
on-premises environments to AWS to fully leverage cloud-native 
solutions and services for competitive advantage.
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